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Abstract

Cryptocurrency users routinely fall victim to social engineering
attacks. Attackers trick victims into mistakenly authorizing transac-
tions that transfer funds to attacker-controlled wallets rather than
the intended recipient. Existing protections against these attacks
largely rely on public blocklists, which attackers can easily evade.
Official reports and recent measurement studies indicate that such
attacks have led to billions of dollars in financial losses that are
irreversible due to the immutable nature of blockchain transactions.
In this work, we introduce the idea that cryptocurrency wallets
can incorporate an additional context-aware, client-side layer of
defense. Using this layer, wallets can better protect users from so-
cial engineering attacks by tailoring their defense to user’s specific
cryptocurrency activity, instead of exclusively relying on global
blocklists. To demonstrate this approach, we design and implement
detection mechanisms targeting three prevalent attack vectors in
the most widely used Ethereum wallet, MetaMask. We show that
these mechanisms can be integrated without substantial engineer-
ing complexity and incur negligible runtime overhead. We hope that
our work encourages wallet providers to consider incorporating
them into their existing security workflows.
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1 Introduction

As modern systems continue to harden and technical vulnerabilities
become increasingly difficult for attackers to exploit, compromising
infrastructure through purely technical means has become substan-
tially more challenging. Consequently, adversaries continue to rely
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on social engineering strategies that manipulate users into per-
forming actions that undermine their own security [56]. Over the
past two decades, users on the web have faced a broad spectrum
of such attacks that have also been formally recognized by govern-
ments and national cybersecurity agencies worldwide [5, 10, 53].
In response, defenders have deployed a variety of mitigations de-
signed to help users identify and avoid these threats. Modern web
browsers and email providers, for example, integrate phishing- and
typosquatting-detection mechanisms that warn users when they
attempt to access known malicious domains [23].

More recently, cryptocurrencies have emerged as a lucrative
medium for social-engineering attacks. Cryptocurrencies are digi-
tal assets secured by blockchain technology, enabling peer-to-peer
transactions without the need for intermediaries, such as, banks
or payment processors. Each transaction is permanently recorded
on an immutable and decentralized ledger, making it irreversible.
Attackers frequently exploit this property by deceiving users into
sending funds to addresses under their control. In contrast to tradi-
tional web services where users may recover compromised accounts
or reverse fraudulent transactions, victims in the cryptocurrency
ecosystem typically have no recourse once a malicious transfer has
been confirmed on the blockchain. In 2024, the US Internet Crime
Complaint Center reported a total of 9.3 billion USD in losses to
cryptocurrency-related fraud, a large share of which is attributed
to social engineering attacks [21].

Several forms of social engineering targeting cryptocurrency
users have attracted significant attention due to their prevalence
and financial impact [2, 24, 25, 29, 37-39, 47, 49, 50, 64]. One promi-
nent example is address poisoning, in which attackers generate ad-
dresses that closely resemble those appearing in a victim’s transac-
tion history and insert them via small transfers [8, 13, 24, 25, 64, 68].
Because wallets prominently display recently used addresses, vic-
tims may mistakenly select or copy an attacker-controlled looka-
like when initiating a transaction, resulting in irreversible on-
chain losses (Section 3.1). Public reports document a single address-
poisoning incident in 2024 resulting in a loss of $68.7M [8, 55], while
measurement studies estimate cumulative losses in the hundreds of
millions of dollars over a two-year period [24, 64]. To mitigate such
risks, users are often advised to rely on blockchain-based naming
services such as the Ethereum Name Service (ENS) [9, 17], which
map human-readable names (e.g., johndoe. eth) to cryptocurrency
addresses and reduce reliance on long hexadecimal strings. How-
ever, this usability improvement introduces security risks analogous
to those observed in DNS, often with more severe financial con-
sequences. Attackers register typographic variants of legitimate
ENS names to exploit user input errors, or monitor and re-register
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expired ENS domains to intercept transactions intended for the orig-
inal owner (Section 3.2). Both these attacks have led to substantial
financial losses for ENS domain owners [49, 50, 62, 67].

Prior work has shown that cryptocurrency wallets provide lit-
tle to no effective protection against social engineering attacks.
Guan and Li [25] report that none of 53 popular Ethereum wal-
lets meaningfully defend against address-poisoning attacks, while
Muzammil et al. [49, 50] find that widely deployed wallets lack
defenses against domain-based attacks targeting blockchain nam-
ing services. Instead, existing wallet protections primarily rely on
third-party blocklists [12, 41-43].

For instance, MetaMask collaborates with a third-party service
that detects and maintains feeds of known malicious addresses [42].
When a user interacts with an address appearing in these feeds,
MetaMask displays a warning in the wallet interface. However, to
preserve user privacy, MetaMask does not share transaction details
with these providers. Consequently, these services can only flag
addresses that have already been identified as malicious and cannot
assess whether a user is vulnerable in a given transaction involving
a previously unseen address. Such approaches do provide users with
protection against known malicious addresses but are inherently
insufficient by themselves, as social engineering attacks are often
highly targeted and unlikely to be captured promptly by public
threat feeds. As a result, users remain vulnerable precisely at the
moment they authorize transactions.

In this paper, we build on this insight and advance the idea that
cryptocurrency wallets can deploy client-side, context-aware de-
fenses against social engineering attacks, complementing existing
protections that primarily rely on public blocklists. Such defenses
can leverage wallet-specific context and user interaction patterns
to detect attacks that are otherwise difficult to capture using cen-
tralized approaches. To demonstrate the feasibility of this idea in
practice, we develop in-wallet defenses against the aforementioned
attacks by extending the MetaMask browser extension [40], which
is currently the most widely used Ethereum wallet [11]. We detect
these attacks before a transaction is broadcasted to the blockchain,
providing users with an opportunity to protect their funds before
they are irreversibly transferred to an attacker. In our extended
version of MetaMask, when a user enters a poisoned address or
suspicious ENS name, the wallet displays an inline warning directly
within the transaction-confirmation interface, informing the user
of the specific risk associated with the recipient. These warnings
appear at the moment the user reviews the transaction details and
require explicit acknowledgement before the user may proceed.

Our detection mechanisms required only 1,356 lines of code,
accounting for 0.21% of the MetaMask codebase by line count. The
implementation is publicly available at [48]. This demonstrates that
such defenses can be implemented through targeted and localized
engineering efforts. We evaluate our implementation against con-
firmed address-poisoning attacks reported by Toxin Tagger [13] and
find that it successfully detects all reported cases. We further bench-
mark runtime performance and observe that detection executes
orders of magnitude faster than routine wallet operations, such as
ENS resolution, introducing only negligible overhead. While our
prototype is implemented within MetaMask, the defenses them-
selves are generic and can be ported to other wallets.
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2 Background

Ethereum and ERC-20 Tokens. Ethereum is a public, decentral-
ized blockchain that enables users to transfer value and interact
with smart contracts without centralized intermediaries. Trans-
actions are recorded on an immutable ledger, making transfers
effectively irreversible once confirmed. Beyond native currency
transfers, Ethereum supports programmable smart contracts that
enable a wide range of decentralized applications [20]. Fungible
assets on Ethereum commonly follow the ERC-20 token contract
standard, which specifies a standardized set of functions and events
(e.g., transfer, approve) that define how tokens behave and how
wallets and applications should interact with them. As ERC-20
deployment is permissionless, anyone may create and distribute
tokens with arbitrary properties.

Ethereum identifies entities using 20-byte addresses, displayed as
42-character hexadecimal strings prefixed with @x. These addresses
correspond either to externally owned accounts (EOAs), which are
controlled by users via private keys, or to smart contracts, which
contain executable code and respond to transactions sent to them.
From the user’s perspective, both address types are interacted with
uniformly through wallet interfaces, which prominently display
truncated address representations during transaction workflows.

Blockchain-based Naming Services. Blockchain-based nam-
ing services map human-readable identifiers to cryptocurrency
addresses, improving usability over hexadecimal strings. A promi-
nent example is the Ethereum Name Service (ENS) [17], which is
the most widely adopted. ENS domains use the .eth namespace,
and ownership of these names is implemented using ERC-721 to-
kens, enabling ownership to be recorded and transferred on-chain.
ENS registrations are time-limited and require periodic renewal
at a price that depends on the domain’s length (e.g., a 5+ charac-
ter ENS domain costs $5 per year) [18]. After expiration, domains
enter a grace period and may subsequently be reclaimed by new
owners [19, 49, 67].

3 Threat Models
3.1 Address Poisoning

Address poisoning attacks exploit the way users often rely on their

wallet’s transaction history when sending funds. Many digital wal-
lets display recent addresses that the user has previously interacted
with. Because of this feature, while sending transactions to a known
contact, users often select the recipient address from the wallet’s
history rather than manually entering the address or copying it
from a trusted source. This common user behavior is exploited in
address poisoning attacks, which happens in three steps.

First, the victim user makes a legitimate transaction to a trusted
recipient address, which gets recorded in their wallet’s recent activ-
ity list. Next, attackers generate a large number of cryptocurrency
addresses that are visually similar to an address in the victim’s
transaction history. To do this, they repeatedly create EOAs until
the hexadecimal representation of their address shares a short pre-
fix/suffix with the target (often 5-8 hex characters total). This choice
is also optimal as wallet user interfaces often truncate addresses in
the middle for better readability, showing only the beginning and
end characters to users. The attacker then sends a tiny-value trans-
action (such as 0.000001 ETH) from one of the attacker-controlled
lookalike addresses to the victim. This causes the attacker’s address
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Figure 1: Illustration of an address poisoning attack.

to appear in the victim’s recent-activity list inside their wallet. Since
many wallets automatically display or suggest recently seen ad-
dresses when the user is preparing a new transaction, this “poisons”
the history by placing the attacker’s lookalike address where the
victim expects to find the legitimate one.

Next to tiny-value transfers, attackers have developed more so-
phisticated variants of this attack, which use zero-value transfers
and counterfeit tokens. In the zero-value variant, the attacker in-
vokes the transferFrom (sender, receiver, amount) function
from the token smart contract with amount 0 (the token transfer
amount) but sets the victim as sender and the lookalike as receiver
in the function parameters. Since many ERC-20 implementations
permit arbitrary sender/receiver for zero-value calls, the victim’s
history now shows an apparent prior “send” to the lookalike. In
the counterfeit-token variant, the attacker deploys a fake ERC-20
token with a familiar name or symbol, then logs a transfer from
the victim to the lookalike for the same nominal amount; because
token names/symbols are unrestricted, near-copies are trivial, and
the attacker can script transfers on behalf of any address.

Both variants increase plausibility in the victim’s recent-activity
list, raising the chance of a successful address poisoning attack.
Later, when the user intends to send funds to the legitimate re-
cipient, they open their wallet’s recent addresses list and choose
the attacker-controlled lookalike address, believing it is the one
they actually intend to use as the prefix/suffix match and the in-
terface hides the full address. The user then initiates a transfer to
the attacker-controlled address, and irreversibly loses their funds
to the attacker. We illustrate this attack in Figure 1.

3.2 ENS Attacks

ENS domains are often cited as a solution to the challenges posed
by address poisoning attacks, as they are easier to verify visually
compared to addresses. However, ENS domains suffer from most
of the same vulnerabilities as traditional DNS domains, including
typosquatting and dropcatching attacks, both shown in Figrue 2.

3.2.1 Typosquatting Attacks. In a typosquatting attack, adversaries
register domain names that closely resemble popular legitimate
ones. These attacks exploit the fact that users often mistype URLSs in
their browser’s address bar, causing them to land on the attacker’s
site. Once on the attacker’s page, victims may be deceived into en-
tering sensitive information, downloading malware, or completing
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Figure 2: Illustrations of ENS-based social engineering attacks: ty-
posquatting (top) and domain dropcatching (bottom).

fraudulent financial transactions. Contrastingly, if a user acciden-
tally mistypes the ENS domain to the attacker controlled domian,
the ENS resolver immediately returns the attacker’s address and the
consequences are more direct. Any funds that the user sent will now
be transferred into the attacker’s wallet. As Ethereum transactions
are irreversible once confirmed, even a single-character mistake
results in an immediate and permanent loss of funds.

3.2.2  ENS Dropcatching. Dropcatching in ENS refers to the prac-
tice of registering recently expired (or “dropped”) ENS domain
names that were not renewed by their previous owners. This is
done so that attackers can take advantage of the residual trust and
recognition associated with these domains. An ENS domain that
has been in use for some time may receive funds from other users
who are familiar with it but unaware that it has changed ownership,
believing they are sending funds to the previous owner. According
to Muzammil et al. [49], attackers prefer to register dropped ENS do-
mains that were previously linked to wallets with large balances. As
with typosquatting, dropcatching does not require compromising
wallets or the ENS protocol, only exploiting predictable user behav-
ior and the trust previously associated with the domain. Moreover,
even if a dropcatching or typosquatting ENS domain is registered
without any malicious intent, any funds mistakenly sent to it are
still irretrievably lost to the new owner.

4 Attack Detection Layer

On the traditional web, responsibility for detecting and preventing
social engineering attacks is largely delegated to upstream infras-
tructure, including web browsers, search engines, email gateways,
and hosting providers. These systems automatically block known
malicious domains and filter phishing content, so that the as few
users as possible are exposed to them. However, in the context of
cryptocurrency transactions, the digital wallet is the sole intermedi-
ary between the user and the blockchain. Unlike the traditional web,
there is no browser-equivalent safety layer capable of intercepting
suspicious activity before a transaction is finalized. Once a user
enters an address or selects an ENS name, the wallet is the only
component with the necessary visibility to detect typographical
mistakes or flag malicious addresses prior to issuing a transac-
tion on the blockchain. For this reason, we argue that integrating
attack-detection mechanisms directly into the wallet offers the most
effective and practical defense against social engineering attacks in
the cryptocurrency ecosystem.
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To implement the defenses described in Section 3, we extend the
open-source MetaMask browser extension wallet, which is the most
widely used Ethereum wallet at the time of writing [11]. As Meta-
Mask presents the same flow for benign and malicious addresses
alike (including ENS domains), users see no visual cue to distin-
guish a risky transaction from a safe one, making it harder for them
to protect themselves against social engineering attacks. Figure 5
in Appendix A shows a typical Ethereum transaction flow (without
any malicious activity detection) using the MetaMask wallet. Our
modifications augment the transaction-confirmation interface by
incorporating additional security checks and warnings that will be
shown to the user when they are confirming the transaction.

We implement three detection mechanisms corresponding to
the attack vectors discussed earlier, and whenever a transaction
triggers any of these mechanisms, the wallet displays a prominent
warning, requiring the user to explicitly acknowledge the risk be-
fore proceeding. This design is in-line with MetaMask’s existing
threat-warning infrastructure while extending it to cover social-
engineering attacks specific to address poisoning and ENS names.

5 Detection Mechanisms

In this section, we describe the specific detection mechanisms we
implement inside the MetaMask wallet to defend against the attack
vectors outlined in Section 3. We note that our implementations can
be adapted to other wallet software across different device types,
including mobile wallets and hardware wallets with companion
applications. The core detection logic remains the same, with only
adjustments needed to accommodate different storage models or
user interface designs. Illustrations of the detection workflows for
each attack vector are shown in the Appendix (Figures 4, 7, and 6).

5.1 Address Poisoning Detection

To defend against the address poisoning attack described in Sec-
tion 3.1, we implement a client-side detection mechanism inside
the MetaMask wallet. The detection logic is distributed across three
components: (i) A state-management layer that maintains the core
detection algorithm, (ii) A set of UI hooks that expose this logic
to the interface, (iii) A confirmation-flow alert system that warns
users during transaction preparation. This integration allows the
wallet to evaluate the safety of a recipient address as soon as it is
entered in the send form while the user is preparing a transaction.
If the address is flagged as potentially poisoned, the wallet displays
an alert to the user before the transaction is finalized (see Figure 4).

The mechanism relies on two pieces of locally stored information:
(i) A record of all addresses to which the user has previously sent
transactions (outgoing transaction history), and (ii) A record of all
addresses from which the user has previously received transactions
(incoming transaction history). These two transaction histories are
sufficient to capture the characteristic interaction pattern of address
poisoning without requiring external services or global blocklists.

The wallet compares the entered address against recipient ad-
dresses in the user’s outgoing and incoming history by match-
ing configurable prefix/suffix characters. Prior work suggests that
checking 7 characters (3 from the prefix and 4 from the suffix)
balances false-positive rate with effective detection of address-
poisoning attempts [64, 68]. We revisit these thresholds in Section 6.
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If the entered address is both unfamiliar and visually similar to a
known recipient, the wallet classifies the transaction as potentially
poisoned. It then displays an inline warning during the confirma-
tion step, prompting the user to double-check the recipient before
proceeding. The warning requires explicit acknowledgement from
the user before proceeding with the transaction. All checks run
locally and in real time.

5.2 ENS Attack Detection

5.2.1 ENS Typosquatting Detection. To mitigate the ENS typosquat-
ting attack described in Section 3.2, we implement client-side de-
tection inside the MetaMask wallet, following the same three-
component architectural pattern as the address poisoning defense.

The typosquatting detection pipeline is triggered whenever the
user enters an ENS domain in the recipient field of the send inter-
face. Instead of immediately resolving the name to an Ethereum
address, the wallet first retrieves the set of ENS domains the user
has interacted with in past transactions. As MetaMask does not,
by default, maintain a history of ENS domains used by the user,
we extend the wallet to store this information locally in browser
extension’s storage (which MetaMask already uses extensively to
maintain user metadata). This extension storage is a persistent key-
value store that remains available across sessions and is sandboxed
on a per-extension basis. Hence, only MetaMask’s own scripts may
access this data. After each successful transaction involving an
ENS-based recipient, the domain is added to this local store.

The data is automatically synchronized across devices associated
with the same browser profile. On other platforms, equivalent state
can be maintained using platform-provided persistent storage. For
instance, the Android application for MetaMask or any other wallet
can store state in sandboxed persistent file storage [4].

Once the reference set is retrieved, the wallet evaluates whether
the newly entered domain is suspiciously similar to any previously
used domain. To detect ENS typosquatting, the wallet compares the
entered domain against each domain in the reference set using a set
of predefined typo models, including single-character substitutions
(e.g., johndoe.eth — johnxoe.eth), deletions (e.g., johndo.eth),
insertions (e.g., johndfoe. eth), duplications (e.g., johnddoe. eth),
adjacent-character transpositions (e.g., johndeo. eth), and trailing
pluralization (e.g., johndoes.eth). These typosquatting models
have been used extensively in prior work on detecting typosquat-
ting on both ENS and DNS domains on the traditional web and
capture common typographical mistakes that users make when
entering domain names [3, 6, 45, 50, 61, 63, 65]. The comparison
between the entered domain and each previously used domain is
performed using an edit-distance metric known as the Damerau-
Levenshtein distance, which is a string similarity metric specifically
designed to model the types of mistakes humans naturally make
when typing [14]. It measures the minimum number of single-
character operations required to convert one string into another.

If the entered domain name differs by a single edit from a previ-
ously used domain and the typo model matches one of those listed
above, the wallet marks the lookup as suspicious and attaches a
typosquatting warning to the resolved address. This warning is
shown during the transaction confirmation step through the wal-
let’s UT alert system. The warning does not block the transaction
but prompts the user to verify the domain’s correctness (Figure 7).
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5.2.2 ENS Dropcatching Detection. To detect ENS dropcatching
attacks, we implement a client-side mechanism in MetaMask that
tracks the historical resolution of ENS domains the user has pre-
viously transacted with. Whenever the user enters an ENS name
in the recipient field, the wallet resolves the domain and retrieves
the Ethereum address it currently maps to. In parallel, the wallet
consults a locally stored historical record of domain-to-address
mappings that were saved after successful past transactions involv-
ing ENS names. This allows MetaMask to determine whether the
domain currently resolves to the same address as before or whether
its resolution has changed since the last interaction.

If the domain has never been used by the user, or if there is no
stored history for the domain, the wallet treats the lookup as a first-
time use and does not trigger any warnings (Section 6.2). However,
if the domain has been used previously, the wallet compares the
current resolved address with the historical address recorded at the
time of the last transaction. A mismatch indicates that the domain
now resolves to a different address than before, which a signal of a
potential dropcatching attack. In such cases, the wallet classifies the
transaction as high-risk and displays a warning in the confirmation
interface informing the user that the destination address associated
with the domain has changed (Figure 6).

Similar to address poisoning and typosquatting detection, the
warning does not block the transaction but prompts the user to
verify the legitimacy of the address change. This is particularly
important because ENS ownership changes and administrative
updates do occur legitimately, and the user might actually want to
send the transaction to the new owner of the domain. Nevertheless,
the wallet’s detection mechanism ensures that the user is aware of
the change before authorizing a transfer. All checks run locally and
in real time, using only wallet-stored data and publicly available
ENS resolution results. No external APIs, remote services, or global
blocklists are required.

6 Evaluation and Discussion

6.1 Runtime Performance Analysis

In this section, we describe our experiments for evaluating the
runtime performance of our detection mechanisms. High runtime
overhead could negatively impact the user experience in cryptocur-
rency wallets, so it is important to assess whether these defenses
can operate efficiently during normal wallet usage. We evaluate
each attack vector separately.

For address-poisoning detection, we measure runtime across
accounts with varying numbers of historical transactions, since
the detection logic compares the entered recipient address against
all addresses in the user’s transaction history. We evaluate per-
formance under four transaction history sizes: 20, 500, 1,000, and
10,000 transactions. Similarly, for ENS typosquatting and ENS do-
main dropcatching, we measure performance while varying the
number of previously used ENS domains stored in the extension’s
local storage, as the detection mechanisms compare the entered
domain against this locally maintained reference set.

All experiments were conducted using the same browser in-
stance, with no additional extensions or tabs loaded. Each measure-
ment was repeated three times, and we report the average runtime.
Across all experiments, we observe that the detection mechanisms
complete within tens of milliseconds. Dropcatching detection is the
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Figure 3: CDF of the total USD lost in the address-poisoning attacks
reported by Toxin Tagger [13] that are successfully detected by our
MetaMask in-wallet poisoning defense.

fastest, consistently executing in under 10 ms. The only notable
outlier is ENS typosquatting detection with a history of 10,000 do-
mains, which takes approximately 290 ms. These overheads remain
negligible in practice, particularly given that routine wallet opera-
tions incur higher latency. For instance, resolving an ENS domain
consistently takes around 150 ms.

6.2 Detection Effectiveness

Generating Ethereum addresses with chosen prefixes or suffixes is
computationally expensive due to the randomness of private-key
generation and the lack of structural shortcuts in ECDSA-based
address derivation [32]. Attackers must repeatedly generate key-
pairs until an address meets the desired string pattern, making the
search effort grow exponentially with every additional hexadecimal
character they attempt to control. Ye et al. [68] show that even on
a high-end multi-core machine, producing an address with seven
specific hex digits requires several hours of continuous computa-
tion, whereas targeting ten specific digits increases the workload to
more than 600 days. In the context of address-poisoning detection,
lowering the similarity threshold increases the likelihood of false
positives, while raising it risks missing attacker-generated looka-
likes. Prior work has shown that requiring a 3-character prefix
and 4-character suffix match can capture a substantial portion of
real-world poisoning attempts [64]. Building on these observations,
our defense allows users to configure their preferred prefix and
suffix thresholds according to their own risk tolerance. By default,
we adopt the same (3, 4) split.

To evaluate the effectiveness of our address-poisoning detection
implementation, we test our implementation against the dataset
published by Toxin Tagger [13], a real-time feed of poisoning attacks
compiled by Tsuchiya et al. [64]. Using the same parameters as
Tsuchiya et al. (a match of at least 3 prefix and 4 suffix characters)
we achieve 100% detection coverage over all poisoning attacks listed
in the dataset. The total amount of funds lost through these 436
address poisoning transactions was 11M USD. Figure 3 displays a
CDF of the losses of funds through these transactions. Increasing the
similarity threshold reduces detection coverage and is therefore not
recommended in practice. Owing to the high entropy of Ethereum
addresses, the default (3, 4) prefix-suffix split already yields a low
probability of false positives. When the threshold is raised to 5
prefix and 5 suffix characters, the detection rate drops substantially,
missing roughly two-thirds of the attacks, as expected under a
stricter matching requirement. While more stringent configurations,
such as (4, 4), further decrease the likelihood of false positives, they
do so at the cost of significantly reduced detection coverage, making
them overly conservative for practical deployment.
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To evaluate our methodology for detecting ENS typosquatting
attacks, we collected registered typosquatting variants of ENS do-
mains reported by Muzammil et al. [50]. Their study identifies ty-
posquatting domains targeting popular cryptocurrency influencers
that actively receive transactions from unsuspecting users. From
this dataset, we selected typosquatting variants corresponding to
each of the six typosquatting models described in Section 5.2. As
a representative example, several variants such as fitalik.eth
and vialik.eth target the ENS domain vitalik.eth, owned by
the Ethereum founder Vitalik Buterin. We evaluated our implemen-
tation using these variants and observed that the system success-
fully detected all attack instances, provided that a transaction to
the legitimate domain vitalik.eth had occurred prior to send-
ing a transaction to the typosquatting variants. To evaluate ENS
dropcatching detection, we registered an ENS domain and first per-
formed a transaction through that domain. We then modified the
address associated with the domain to a different address, simulat-
ing the behavior of a new owner who acquires an expired ENS name
and updates its resolution. In this scenario, our implementation
correctly generated a warning indicating the change in address.

6.3 Future Directions

We note that our detection methodology relies on the victim’s prior
interaction with a benign address or ENS domain. Consequently, ad-
ditional safeguards are required in cases where a victim encounters
amalicious address or domain without having previously interacted
with the legitimate counterpart. Currently, wallet providers main-
tain blocklists of known malicious addresses and display warnings
when users attempt to interact with them. However, blocklists for
ENS domains are not maintained. Wallet providers could extend
their existing security mechanisms to include ENS domains and fur-
ther perform client-side analysis of destination addresses before a
transaction is finalized. The traditional web ecosystem offers useful
analogies. For example, security vendors often analyze newly regis-
tered DNS domains to identify suspicious activity associated with
newly created infrastructure [27, 51, 52]. Similarly, wallets could
flag addresses that are newly created or have very few transactions,
as these characteristics may indicate higher risk. Last, to the extent
that a list of popular and benign ENS domains can be curated, these
could be preloaded in a wallet, conceptually similar to preloaded
HSTS websites on the regular web [28]. In this way, even if, for in-
stance, a user has never interacted with vitalik.eth, they would
still see a warning if they try to send funds to vialik.eth.

If cryptocurrency wallets incorporate in-wallet defenses of this
form, users will be alerted before completing malicious transfers
resulting from attacks specifically tailored to them, thereby prevent-
ing losses such as those shown in Figure 3. More broadly, integrat-
ing such protections across the wallet ecosystem would strengthen
user protection. Wallet developers could extend our approach to
additional attack vectors and incorporate adaptive thresholds that
evolve in response to changing attacker behavior.

7 Related Work

To the best of our knowledge, no cryptocurrency wallet currently
protects their users with context-aware defenses against social en-
gineering attacks. Guan and Li [25] evaluated 53 cryptocurrency
wallets and found that only three displayed warnings for malicious
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addresses. None of the wallets recognized the defining character-
istics of address poisoning, such as one-sided dust transfers from
lookalike addresses, nor did they provide interface cues that help
users distinguish suspicious inbound transfers or verify intended
recipients. Tsuchiya et al. [64] analyzed more than two years of
Ethereum and Binance Smart Chain transaction data and identified
approximately 270 million poisoning attempts targeting 17 million
potential victims, with 6.6 thousand successful incidents resulting
in an estimated $84 million in losses.

Moreover, multiple studies of how users interact with cryptocur-
rency wallets have concluded that the average cryptocurrency wal-
let user routinely underestimates or is unaware of the security
risks involved in managing digital assets [1, 2, 16, 22, 26, 31, 33, 66].
Users frequently hold incorrect mental models about how security
mechanisms in wallets operate, such as how private keys are gen-
erated or secured, and how transactions should be verified. These
misunderstandings ultimately manifest as a range of unsafe behav-
iors. These research efforts motivate the need to develop features
within cryptocurrency wallets that make it easier for novice (and
even experienced) cryptocurrency users to protect themselves from
social engineering attacks.

Typosquatting and domain dropcatching are long-standing
threats on the web and have been studied extensively in the
context of domain abuse and user deception [3, 6, 34-36, 44—
46, 59-61, 63, 65]. Recent work has shown that these attacks
also affect blockchain-based naming services, including ENS
and related systems [15, 29, 30, 49, 50, 67]. Muzammil et al. [50]
demonstrate that attackers target both high-visibility domains (e.g.,
vitalik.eth) and domains associated with high-value blockchain
activity, while follow-up work on ENS dropcatching reveals
widespread domain re-registration [49]. Beyond naming-service
abuse, cryptocurrency users are frequently targeted by social
engineering attacks that operate outside the blockchain layer,
adapting traditional web-based scam techniques such as fraudulent
giveaways, investment schemes, and fake recovery services for
victims of such scams [2, 7, 37-39, 49, 54, 57, 58].

8 Conclusion

In this paper, we introduced the idea of in-wallet, client-side de-
fenses against cryptocurrency-based social engineering attacks.
Through a concrete implementation in the MetaMask wallet, we
demonstrated how contextual, real-time warnings can be integrated
at the moment users authorize transactions, when mistakes may
otherwise lead to irreversible financial loss. Our evaluation shows
that these mechanisms can be incorporated without substantial en-
gineering complexity and incur negligible runtime overhead, while
effectively detecting known instances of these attacks. We hope
that this work encourages wallet providers to consider adopting
client-side, context-aware defenses as a complement to existing
security mechanisms and to further explore their role in protecting
users against social engineering attacks.
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Figure 4: Overview of the address poisoning detection workflow in-
tegrated into MetaMask. The wallet evaluates the entered recipient
address against the user’s transaction history and displays a warning
when a suspicious match is detected.
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Figure 6: Screenshots illustrating the integrated MetaMask’s ENS drop-
catching detection mechanism. When a user enters an ENS domain, the
wallet checks whether the domain has expired and been re-registered,
and surfaces a warning if the domain appears to have changed own-
ership.
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